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1. Instalacija PKI Kklijenta (CSP od SafeNet kriptografskog
tokena)

Na raCunaru morate biti prijavljeni sa user-om koji ima
administratorska prava.

Na instalacionom CD-u izabrati odgovarajuci .zip file:
SAC_10_6_Customized_PostaCG.zip

Napomena: U ovom uputstvu naveden je primjer za korisnike Microsoft Windows
operativnih sistema

Prvi korak je unzip file-a na vasem rac¢unaru i pokretanje njegove instalacije:

SAC_10 6 _Customized_PostaCG-x32-10.6.msi ukoliko koristite x32 operativni

sistem Ili
SAC_10 6 _Customized PostaCG-x64-10.6.msi ukoliko koristite x64 operativni

sistem.

:(-} - 4 )« SAC 106 Customnized... » SAC_10 6 Customized_PostalCG v & Search SAC_10 6 Customized... 0@
" Marne Type Cormnpressed size Password ... Size
ﬁ_';)-! SAC_10_6_Customized_PostaCG-x3... Windows Installer Package SO000KE Mo 11,327
ﬁ! SAC_10_6_Customized_PostaCG-x6... Windows Installer Package 10,861 KE Mo 14,421
|
€ LU

2 items
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Na taj nacin startovali ste program SafeNet Authentication Client 10.6 - PostaCG-CA
Setup i potrebno je da slijedite korake kako je prikazano na slikama (naznaceni korak -
oznaceno)

Welcome to the SafeNet Authentication
Client 10.6 -PostaCG-CA Installation Wizard

The Setup wizard will install SafeMNet Authentication
Client 10.6 -PostaCG-CA on your computer. To
continue, click Mext.

It is strongly recommended that you close all
Windows programs before running the Setup wizard

< Back Mext = || Cancel
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Odcekira se opcija: Use the existing configuration settings, | nastavi se instalacija
odabirom opcije Next

Interface Language toj.c
Select the interface language. WI,EI, rovrd

Select the SafeMet Authentication Client 106 -PostaCG-CA interface language:

English W

InstallShield

< Back || Mext = || Cancel




License Agreement

|
Please read the following license agreement carefully. gE ,E tD

SAFEMET SOFTWARE LICENSE TERMS
SafeNet Authentication Client

Legal notice:

SafeMet software is not sold; rather, copies of SafeMet software are
licensed all the way through the distribution channel to the end user.
UMLESS YOU HAVE AMOTHER AGREEMEMT DIRECTLY WITH SAFEMNET THAT
COMTROLS AMD ALTERS YOUR USE OR DISTRIBUTIOMN OF THE SAFEMET

CAMCTWAITADT TIIC TEOAAC ARIM 7AORIMITIARD A TIIE AN ITARIT L ITTRICT

(®)| accept the license agreement
()1 do not accept the license agreement

Installshield

Mext = || Cancel

Destination Folder

|
Click Mext to install to this folder, or click Change to install to WTE]I:D
a different folder. '

Install SafeMet Authentication Client 10.6 -PostaCG-CA ta:

C:\Program Files\SafeMet\Authentication!

InstallShield
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|
The wizard is ready to begin installation. mto

Click Install to begin the installation.

If vou want to review or change any of your installation settings, click Back.
Click Cancel to exit the wizard.

InstallShield

< Back @i | Cancel
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(L]}

SafeMet Authentication Client 10.6 -PostaCG-CA Setup

Installing Safelet Authentication Client 10.6 -PostaCG-CA Itol

The program features you selected are being installed.

Please wait while the InstallShield Wizard installs SafeMet
Authentication Client 10.6 -PostaCG-CA. This may take seve...

Status:
Walidating install....

A N

InstallShield

< Back Mext =

SafeNet Authentication Client
10.6 -PostaCG-CA has been
successfully installed.

Click Finish to exit Setup.

< Back Cancel
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jige Installer Information

“'ou muzt restart pour systern for the configuration changes made
to Safeh et Authentication Chent 10,6 -FoztaCG-Cé to take
effect. Click Y'es to restart now or Mo if you plan o restart
manually later.

Nakon zavrSene instalacije software-a potrebno je napraviti restart racunara.

Nakon restarta u donjem desnom uglu ekrana pojavice se nova ikona za SafeNet

uthenticatin:-n Client

" ?__'___l |'j|::| E SRP AOE O

21.01.2022

Ovaj program se koristu za svu buduéu administraciju SafeNet kriptografskog tokena.

Vise informacija o samom programu, nacinu koristenja i upotrebi mozete pronaci u
prilozenim uputstvima od proizvodaca (CD) ili na web-sajtu: www.postacg-ca.me.
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2. Instalacija PostaCG CA certifikata

Certifikat PostaCG CA se nalazi na instalacionom CD-u koji dolazi uz svaki izdati
digitalni certifikat za napredni elektronski potpis ili se moze preuzeti (download) sa sajta:
www.postacg-ca.me (Certifikaciono tijelo => Preuzimanje certifikata PostaCG @&
softvera) - file cacert.der.

Startovanjem file-a pojavljuje se sledec¢i ekran:

General | Details | Certification Path

| = -1 Certificate Information

This certificate is intended for the following purpose(s):

+ All issuance polices
+ All application policies

Issued to: PostaCG CA
Issued by: PostaCG CA

Valid from 03.12. 2010 to 03,12, 2030

Install Certificate... [§  Issuer Statement

Kliknuti na Install Certificate ...


http://www.postacg-ca.me/

Posta
CG-CA

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to & certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure netwark
connections, A certificate store is the system area where certificates are kept.

Store Location
—— (®) Current User

() Local Machine

To continue, dids Next.

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
=P (@) Flace all certificates in the following store

Certificate store: P
| Browse...
| Mext || Cancel
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Select the certificate store you want to use.

: nal
_}. ]j Trusted Root Certification Authorities

‘ Enterprise Trust
{7 Intermediate Certification Authorities

7] Active Directory User Object
.ﬂ Triieted Puihlichere
£

[ ] show physical stores

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(@) Place all certificates in the following store

Certificate store:
— | Trusted Root Certification Authorities

| | Browse...

10



Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:
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] (= =t gt = =mi=s ey A== Trusted Root Certification Authorities
Content Certificate

11
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3. Uputstvo za promjenu password-a i PIN-a na
kriptografskom tokenu

3.1 Promjena password-a

Napomena: Ovaj korak nije obavezan i prevashodno je namijenjen kompanijama koje moraju promijeniti
password (security policy).
Staviti token u USB port na ra¢unaru.

U donjem desnom uglu ekrana pronaéi ikonu za PKI Client, kliknuti desnim tasterom misa i izabrite opciju
Change eToken Password.

Tools

About

Delete Token Content

Change Token Password
 UnlotRTorRr———_

Certificate Information

Exit
2 SRP g
26.01.2022

Pojavit ¢e se donji ekran:

LS)

SafeMNet Authentication Client

Cument Token Password: " >

e

Mew Token Password:

Confirm Password:

The new password must comply with the quality settings defined on the token.

A secure password has at least 8 characters, and contains uppercase letters, lowercase letters,
numerals, and special characters (such as |, 5, #, %)

Current Language: SR

Enter your cument password.

Unijeti stari password u polje Current eToken Password (prvi put se dobije u zatvorenoj koverti od
PostaCG-CA), a nakon toga unesite novi password u polje New eToken Password i isti potvrdite
ponovnim unosom u polje Confirm New eToken Password. Novi password mora da bude
kompleksan (da sadrzi velika, mala slova, brojlege 1 minimalne duZine je 8 karaktera).
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Nakon pravilnog definisanja novog passworda dugme OK postaje aktivno.

Change Password: X

6 Password changed successfully.

UPOZORENJE:

Ukoliko ste zaboravili novi password nemojte pokusavati sa unosom passworda vise od pet puta jer
se u tom slucaju token "zakljucava".

Za sve probleme ove ili slicne vrste obratite se korisnickom servisu: WWw.postacg-ca.me

3.2 Promjena PIN-a

Procedura promjene PIN-a je identi¢na promjeni password-a, s tim §to se samoj promjeni PIN-a
pristupa desnim klikom u donjem desnom uglu ekrana na ikonu za PKI Client, i izabere opcija Tools.

About \

Delete Token Content

Change Token Password
Unlock Token

Certificate Information

Exit
~ KO SRP 26.01.2022

Nakon toga, kada se otvori prozor softvera, pritisnuti na ikonicu Advanced View.

13
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]

SafeNet Authentication Client

N -
y . / Rename Token

*kkk Change Token Password
ﬁ. Unlock Token

® Delete Token Contert
p View Token Info

Disconnect SafeMet Virtual Token

) GEMALTO.COM

Zatim, Kliknuti desnim klikom na ime certifikata i izabrati opciju Change Digital Signature PIN...
g-’ =

gemalto

sacurity to be frae

SafeNet Authentication Client 2012 ¢

EBRENFPELMEH 20T 4%

445 Tok
R
) Initialize Token... e "
Hardware
Log On to Token... AKS ifdh O
{é} Client Settings Change Password... ——
28015
Import Certificate... 160
Rename Token... 16.1
Oc5E0D0015D27410765E00001902741076
Log On as Administrator... SafeNet eToken 5110 CC
Change Administrator Password... Token 16.0.0.0 16.1.1
Set Token Password... ID Prime: MD
|IDPrime Java Applet 4.0.2 K
Unlock Token... G2E0/FR1T
sital S N/A
— Change Digital Signature PIN...
] Chanoe it 5 R
Change Digital Signature PUK... Present
Set Digital Signature PIN... 5
Eeimam Token Fassword refies 5 v

) GEMALTO.COM

14
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Forma za promjenu PIN-a je ista kao i procedura za promjenu password-a, gdje je neophodno popuniti
polja koja su prikazana na slici ispod i pritisnuti dugme OK.

SafeMet Authentication Client

Cumert Digital Signature PIN:

Mew Digital Signature PIN: |

Corfim PIN: |

The new PIM must comply with the quality settings defined on the token.

Asecure PIN has at least & characters, and containg upper-case letters, lower-case letters, numerals,
and special characters (such as |, 8, #, %),

Current Language: SR

Enter your cumrent PIN.

15
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4. Dobijanje dodatnih informacija o kriptografskom tokenu i
sadrZaju na njemu

Staviti token u USB port na ra¢unaru

U donjem desnom uglu ekrana pronaci ikonu za SafeNet Authentication Client,
kliknuti desnim tasterom misa i izabrati opciju Tools.

T —

About

Delete Token Content
Change Token Password
Unlock Token

Certificate Information

Exit

- T g SRP

083:46
24.01.2022

Pojavit ¢e se donji ekran:

gemalto’

SafeNet Authentication Client AO1?e

’ / Rename Token

*kkk Change Token Password
h- Unlock Token

® Delete Token Content
p View Token Info

Disconnect SafeNet Vitual Token

) GEMALTO0.COM

16
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Osnovne akcije koje su vam na raspolaganju su:

e Promjena naziva tokena (Rename eToken)

SafeNet Authentication Client gemalto’

Enterthe Token Password

Token Name:

Token Password: || |

Current Language: SR

Posle unosa password-a unosi se novi naziv token-a:

SafeNet Authentication Client

Mew token name: ||

Current Language: SR

Use this name to identify your token.

Token sadrzi, kao sigurnosne mjere, password i PIN. Potrebno je da je korisnik pazljiv prilikom
njihove izmjene jer moze doc¢i do zakljucavanja Token-a.

e Ukoliko dode do potrebe za otklju¢avanjem eToken-a (Unlock Token) morate
kontaktirati tehni¢ku podrsku PostaCG-CA na mail adresu info@postacg-ca.me,
jer postoji propisana procedura otkljucavanja.

17
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Pregled sadrzaja tokena (View eToken Info)

SafeNet Authentication Client

Token name

Token cateqaory

Reader name

Serial number (PKCSH11)

Free space (minimum estimated)
Hardware version

Firmware version

Card 1D (GUID)

Product name

Model

Card type

Applet Version

Masgk: version

Colar

Supported key size

Token Password

Token Password retries remaining
Madmum Token Password retries
Token Password expiration
Administrator Password

-
Hardware
AKS ifdh O
O il
28015
16.0
16.1
(cGEDDDON19027410765E00001902741076
SafeMet e Taken 5110 CC
Token 16.0.0.0 16.1.1
1D Prime MD
IDPrime Java Applet 4.0.2 K
G260/Filt17
N/A
2043 bits
Present
h
h
Mo expiration
Present

18
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Za dobijanje dodatnih (naprednih) sadrzaja na tokenu kliknuti na dugme Advanced View

(S] 3

gemalto
SafeNet Authentication Client  _(@)p 12 o

N -
y . / Rename Token

*kkk Change Token Password
n. Unlock Token

® Delete Token Content
p View Token Info

Disconnect SafeMet Virtual Token

© GEMALTO.COM

gemalto’
SafeNet Authentication Client 20128

4 -(S) SafeNst Authentication Cliert Tools AN
4

N - - -

b User coficates lssued To lesued By Expiration Date  Purposes

 JE5] CC cerficates E) o . PostaCGCA 104an-2025  Client Authentication
[ - Settings
404 Client Settings

3 GEMALTO.COM

19
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5. Kako da dobijete viSe informacija o certifikatu kroz
aplikaciju

Startujete Microsoft Internet Explorer

@ http://www.postacg-ca.me/ £~ & | @ Poita Ce Gore

Posta A

@ CG-CA

Obnova digitalnog sertifikata
Poste Crne Gore

daelel ki potpisujete dok
da lako i sigurno predate vasu poresku prijavu
elektronskim putem

da komunicirate sa e-upravom - Portal Vlade CG

da uspjesno obavljate e-biznis

Vijesti Elektronski certifikati mogu da se ¢uvaju na sliede¢im medijima:
02.04.2020. - hard disk racunara, disketa, CD ili USB

Online zahtj jitalni certifikat memorijski token

20.03.2018. « PKI USB smart token

Novi kriptografski token-QSCD

09.02.2017. N
Kontakt informacije
09.01.2017.
Instalacija eTokena ./
Pogledaj sve vijest .
Najvisi nivo sigurnosti E3 iosnie ako se kao mediji

za digitalne certifikate koristi (RS EIE RS GIE]

Po¢i na
Tools
Internet Options
Content

Print

Zoom (100%)
Safety
Add site to Apps

3
File 3
3
3

View downloads Ctrl+)
Manage add-ons

F12 Developer Tools

Go to pinned sites

Compatibility View settings

Report website problems
Internet options I
About Internet Explorer

I
V]

20



| General ISecuritv I Priuaqfl Content |Conr'|ections Programs | Advanced

Certificates
UUse certificates for encrypted connections and identification.
Clear 55L state Certificates Publishers
v
AutoComplete

on webpages and suggests matches
for you.

3 AutoComplete stores previous entries

Feeds and Web Slices

E Feeds and Web Slices provide updated
ﬁ

content from websites that can be
read in Internet Explorer and other
programs.

| 0K | | Cancel Apply

Kliknuti na Certificates

Posta

@ CG-CA

U dijelu Personal_treba da se nalazi vas Certifikat. Isti izabrati i kliknuti na View

Intended purpose: | <All>

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior| * | *
Issued To Issued By Expiratio...  Friendly Mame
it = o PostalC CA 10.01.2025 - —...
- o PostalCG CA 10.01.2025 - " Ve...
mport... | | Export... | | Remove

Certificate intended purposes \
Client Authentication

View

21
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General | Details | Certification Path

1
|7_R4 Certificate Information

This certificate is intended for the following purpose(s):

* Proves your identity to a remote computer
#1,3,6.1.4.1.36737.1.7.1.1

*Refer to the certification authority's statement for details,

Issued to: - -
Issued by: PostaCG CaA

Valid from 10.01.2022 teo 10.01.2025

? You have a private key that corresponds to this certificate.

Issuer Statement

[ o ]

| General | Details |Eertiﬁtztion Path

Shaw: | <all= W
Field Value &
Serial riumkber - .
Signature algorithm o —
Signature hash algorithm .. -
[ 1ssuer PostaCG CA, PostaCG, me
Valid from Monday, January 10, 2022 08...
Valid to Friday, January 10, 2025 08:4...
’E'_El']Dl ihilir kan BSA (045 Rite e
CN = [—
SN =
SERIALMUMEER. = = =
G = pem
0L = Fizicko lice
O = PostalG
C =ME

Edit Properties... | Copy toFie.. |

o]
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Na tokenu posjedujete dva certifikata, jedan za autentifikaciju - pristupanje i drugi za digitalni
potpis.

Prilikom autentifikacije (pristupanja web servisima) koristite certifikat za: Dual Usage Certificate,
dok za elektronski potpis koristite certifikat, Verification Certificate:

0Od 01.01.2022 godine

Windows Secunty X

Select a Certificate
Site eprijavatax.gov.me needs your credentiala:

S B s Dust Usage Centificate

Windows Secunty x
Select a Certificate
Site eprijava.taxgov.me needs your credentials:

W Vedfication Certificate

Issuer: PostaCG CA ksuer: PostaCG CA
Valid From: 1/10/2022 to 1/10/2025 Valid From: 1/10/2022 to 1/10/2025
Chick here 1o view cortificate pooperties Click here to view centificate properties
Nove choices More choices
S B s Verification Certificate
Issuer: PostaCG CA
Valid From: 1/10/2022 to 1/10/2025

W B s Dual Usage Certificate
Issuer: PostaCG CA
Valid From: 1/10/2022 to 1/10/2025

L G | e [ oK o anw

Uputstvo za instalaciju certifikata je u prilogu mail-a, a na link-u:
https://www.dropbox.com/sh/pSh5dn3dvul3v7n/AAApHtMAxwuDdyibrB3zQFSxa?dl=0 je folder
sa 32 i 64-bitnom instalacijom software-a od eToken-a.

U zavisnosti koji operativni koristite, download-ujete i pokrecete tu verziju instalacije.
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