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Uputstvo za instalaciju (generisanje) SSL certifikata
na racunaru sa MS Windows operativnim sistemom

Proces generisanja certifikata za Web Server se sastoji iz ¢etiri koraka:
e PodnoSenje zahtijeva za Web Server na nekoj od JPM Poste Crne Gore,
e Pokretanje procedure za kreiranje elektronskog zahtijeva, za izadavanjem Web SSL
Certifikata, na odredenom web serveru,
e Kreiranje Web SSL Certifikata koriste¢i Posta CG CA Web servis,
e Kompletiranje zapocete procedure za izdavanje Web SSL Certifikata na odredenom web
serveru.

1. Pokretanje procedure za kreiranje elektronskog zahtijeva,
za izadavanjem Web SSL Certifikata, na odredenom web serveru

Na osnovu zahtijeva Posta Crne Gore ¢e dostaviti neophodne autorizacione podatke (authorization
code i reference number), neophodne za kreiranje elektronskog zahtijeva na odredenom web serveru,
za izadavanjem Web SSL Certifikata.

Naveden je primjer generisanja ovog zahtijeva za Microsoft Interent Information Server 7.0
Startovati Administration - 11S Administration

Izabrati Web Server, po¢i na Server Certificate i u desnom dijelu prozora izabrati Task Create
Certificate Request

Distinguished Name Properties

@_i.l.-

Specify the required information for the certificate. Statefprovince and Citylocality must be spedified
as offidal names and they cannot contain abbreviations.

Common name: |913?3926

Organization: IPosta Crna Gare

Organizational unit: IW

City flocality IPodgorica

State/province: |Montenegr0p

Country/region: IME j

Cancel

Brevious | Mext I
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U polje Common name unijeti Reference number koji je dobijen od Certifikacionog tijela (Pos$taCG CA)

Ostala polja popuniti u skladu sa podacima kreiranim tokom podno3enja zahtijeva za SSL Certifikat, koji
je opisan u prvom koraku.

Kliknite na Next i upisite tj. odaberite naznaceno:

Il Cryptographic Service Provider Properties

.-e;,!LL'

Select a cryptographic service provider and a bit length, The bit length of the encryption key
determines the certificate's encryption strength. The greater the bit length, the stronger the security.
However, a greater bit length may decrease performance.

Cryptographic service provider:

IMicrosoft RSA SChannel Cryptographic Provider j
Bit length:

FE -

Previous | Next I FEinish I Cancel |

Neophodno je elektronski zahtijev snimiti u formi file-a na file sistemu. Zapamtiti ovu lokaciju,
jer ¢e se ovaj file koristiti u kasnijim koracima, za kreiranje Web SSL Certifikata

|
||| File Name
Lo
Specify the file name for the certificate request. This information can be sent to a certification
authority for signing.
Speg rtificate request:

IC:‘!,Inst\jbmSSLCermequest.txt E

Previous | Mext Einish Cancel
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2. Kreiranje Web SSL Certifikata koristeéi Posta CG CA Web servis

Da bi se kreirao Web SSL Certifikat neophodno je koristiti Posta CG CA Web servis koji se
nalazi na sledec¢oj adresi:

https://eid.postacg-ca.me/cda-cgi/clientcqi.exe?action=start

/= Entrust Authority™ Enrollment Server for Web - Windows Internet Explorer =] x|
@_ - Ig https: //=id.postacg-ca.me /cda-c e?action=start j E RN IR I Bing L2
5. Favorites |$.:3 € | Suggested Sites ~ & Web Slic -

(€ Entrust Authority ™ Enroliment Server for Web feit - Bl - [ = - Page - Safety - Tools~ e'

Entrust Authority™ Enrollment Server for Web

Securing Digital Identities
& Information

{nt =
- Note: here you can request a certificate for a Web Server or any client that supports PKCS#10
Certificates
request.
[ web server In the fields below, enter the reference number and authorization code that you received from the Certification

ik

Authority. You can choose to view th S #7.

te=ITTaW DLCR TOTTTae

CA Certific
Install
;5 T Reference Number : |91373925
2] Display
S Authorization Code : [TSM4&-WZLH-LCU7
asl

8. Find Certificates Options : Id\splayed as PEM encoding of certificate in raw DER. j

2. View Security Policy

Iease enter your certificate reque reguest) in the follow OU are requesting this
Help Ct

Documentation certificate being retrieved when generating the request. If you do not know how to generate this request, please

@ About £ for web consWt your server documentation,

”) MSQJ ghkgBZQMEAQIWCWYJY IZ IAWUDBAE FHACGESSOAWIHHACGCCGSIb3D!
MBOGA1UdDgQWEBQo kqXpR+mvOq7DpG/ fZce512Z TqzBNBgkqhkiGIwOBAGUFAROC
AQEAISrHg+hN4wvUg4v+2gH21iXg+3bISi¥TjcKP+TRAJ8ue 0/ ChvXGJ0226EutJD
CLA1TzVOWmsDe ZKxu5d5+/LySvmwaAuMC+JYTbhleMUgHM] JweOdnQATYTTDCEXAT
RO7dcHBBSwW2P2y5ngs0Lg/ Xkd9x0sgNUnyvegUsXFSosgDNInlgHWLro/ ZN=28nzht
vAuESoKEVEC3JaX2gmTmRjh+b+9uGRkFfécaAGLhvgMrvEEPSchkxJLPoREJVIXQR
J412DQmZ3NcImol 9PR7zRnSavhfNwaqVeJjSo6o0Ro0TspCT+101Rkd6HNndREOW
/tG6ZvIW/0fD0/ I/ sLOlpew==

=
Dane \Eg_l_l_l_mlwmdhﬂode:oﬁ ‘A [ R0% - g

¢ Nallijevoj strani izabrati opciju Web Server
e U centralnom polju popuniti trazene podatke koje ste dobili od PoSta CG CA
e U polju za elektronski zahtijev, iskopirati sadrZaj ranije kreiranog file, ukljucujuéi prvu i zadnju

liniju:
“-----BEGIN NEW CERTIFICATE REQUEST-----*

o Kliknuti na dugme “SUBMIT REQUEST”
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Generisani certifikat moze biti iskopiran ili Download-ovan u formi file-a na file sistem.

Ukoliko se odlucite da Download-ujete certifikat naved

/2 Entrust Authority™ Enrollment Server for Web - Windows Internet Explorer

en je primjet za JMBWebSrvcert.bin

=18] %]

Gt

¢ Favorites

= [i2] hitps: /10 postacg-ca.m

94 & Suggested Sites * & VI

(& Entrust Authority™ Enrollment Server for Web

Pl-

- Page~ Sefety Tooks~ @~

A
Certificates

=] web Brovser

B web server

L UL AR TR X DU % T U XL E Y I AURSE WARY U HLUT £ EL IS 1L
owitilSqd i 0+kkaKahl Aeing TvaTPul Lxh BT THTd7 AE7 7 0aNesLa+ PpdvzKiov
OnEB13nS=1nfNTangld0s0lqv+UHchDua¥CE 3 1vak0iEPdICohrUxRHpkVVRr250
BuGE TAHz+F Uiz ANhuEE] v9BxghDFAf 531 ULp+rLIGAL { QEAqk SwTaUECE 3+Vbwsk
Pebbe +TopnGaTaKREUzLewZAThb+viZgt. QX T+eF I HkHg1di MU EVDLGyGneiuR
nasuR/VE¥k311de-agHBAAG]ggHzHI IB7z40BgHVHOSEAL SEEAHCEaAvDAYDVYROT
AOH/BAIwADBGENVHSAEPz ASMDSGDCSGAQOBIpBBAONBATATHCLGCCSGAQUFBuIB
FhilodHRwO18vd 3d3InBve 3RhY 20t ¥ 2Eubilvy 3B21zCB g YDVR0 f BIH2HT HzNEug
SaBHpEUwQz ELYA)GA 1 JEBRMCETxEDAOBgNVEACTE] Bve 3RhQ0cxEz ARBINVBANT
C1BvcIRh00cgQ0ExDT ALBgNVBANTEENS TDEva0ggaCaaz Gl 2xk TEAE Ly 9SZGFy
LuBvciRh¥2ct ¥ 2EubliUvY 24905 92dCFDRy Uy HENELGE 3UGI2aGFDRy= P L LPZN1
cnRpZnlj¥HR1UnY2b2NhdG ]l vbkxpeIQ L0 i aUShennGPuh0dHAG 139 3d3cucGdz
dGFiZyl3i¥551Z59 jenyveGizdeF 12153 VW 9vhIN0YWnE 21 12 HybGZpbGTuT 3]s
MCsGA1IAEAOKHCKAD= IwHTEH; EQTHZO0DU 4WoEPH 1 AxMTEvwH i gul 1A 4HThalB8G
A1UATwQ¥NBaAFHd  TFgyuVTRGIn 3dC6rqd By i r=xfB0GA1 UdDaQUEBQakalpRiny
0q7DpG~/ZoeS 122 Iaz AZBgkahki GInIHOOAED DAKGYRWOC 4 zivi DaDANEgkahkiG
9wlBAQUFAROCAVE. HNUTyonUARLSq78NLS dxlNU9660=GdI 9251y
Po¥SHxiAEx+8.1 542981 uhpvQdwinEDuek C/q)glirZB=K60IEBNIY ITqs1s6Ps
nYNgOXSDK2 dnv7ELwFsNGHOGEWI Dot Twt 7eFeZ1Pi CaVd+ JR+EATLEISZva0 1 96F
CrLPSGzotTs3U1k33H] ZnnEozTCG1905 Wou b hZpb- NequK £ 54Xn IGnpS ThGBsgP
Fieydjigpdt 74Kd3f, +hIniNFnGSulEfShed 1YSE 0Ft DDESSAZVsZte 1 7R1EE
A7 3udH¥0S YXZ3XEebniyauz37 4 4n3FvBseTHnogGybldnl Edn/ Twyvohv8hln,
pzzxFd1hS3XTH; 748, VOHZ2C1 I THESLcd4dnCEPcBaB =112 3eEEKO /TbgaElsh
LHUehFchDS 01C5Hny 2 +eqally JapGHE gl ILGpEwauKz K06 10¥60ckDDzyuFhTGs
#2160y 3V ndecIy

END CERTIFICATE:

CA Certificates

2 tnstall

Display

Tasks
& Eind Certificates
2 View security Policy

Help
Dowmentation
(@ about €S for web

o

You may select the "Download” option, and the certificate will be saved to disk.

Download

Done

[T [ [/ Trusted sites |

File Download - Security Wal

X
Do you want to save this file. or find a program online to cpen
it?

Name: servercert.bin

Type: Unknown File Type, 1.93KB

From: eid.postacg-ca.me

Find Save

~ Inst -

e ~ Computer = Local Disk l‘all Search Inst

COrganize ¥  Mew folder

rom the Intemet can be useful, some files can potertialy
omputer. f you do not trust the source, do not find a

T pen this file or save this file. What's the risk?
°| Recent Places ;I Name ~ | Date modified | Type
B Deskton WebEnrollSrv 12/8/2010 2:35FM File folder
= Libraries || eIDWebSrvcert.bin 12/10/2010 2:44 PM BIN File
3 Documents
‘ Music
[ Pictures

B Videos
A Administrator
18 Computer
.‘"E,. Local Disk (C:)
inetpub
Inst
WebEnroIISr\LI 1|

File name: I IMBWebSrveert.bin

Save as type: IEIN File

=101 x|

Downloaded: 1.93KB in 27 sec
Download to: C\Inst\JMBWeb Srvcert bin
Transfer rate: 73 bytes/Sec

[ Close this diglog box when download completesi

“ Hide Folders |

Open Folder | Close I

Cpen

The SmartScreen Fitter online service is temporarily unavailable.

Zapamtiti lokaciju i naziv file-a jer su neophodni za zarvSetak postupka kreiranja SSL certifikata

za Web Server.
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3. Kompletiranje zapocete procedure za izdavanje Web SSL Certifikata
na odredenom web serveru

Naveden je primjer za MS Internet Information Server 7.0, sa kojim je i kreiran elektrosnki zahtijev
za izdavanje SSL certifikata za Web Server

lalx]
GO 5 o CREYE
Eile View Help
: @) Server Certificates
&,' = | | | ﬁ, Ed Import...
&5 Start P .
é‘ ﬁﬂj JMEr!ll ?Jg;Evl\adminish' Use this feature to request and manage certificates that the Web server can use with Web sites configured for 55L. Create Certificate Request. ..
-~} Application Pools MName ~ | 1ssued To | 1ssued By | Expiration Date Complete Cerlificate Request...
8] Sites Create Domain Certificate...
Create Self-Signed Certificate. ..
i} Help
Online Help
Complete Certificate Request 7] x|
| | - - -
| l-: Specify Certificate Authority Response
|_ ]
" =

Ready

Complete a previously created certificate request by retrieving the file that contains the certificate
authority's response.

File name containing the certification authority's response:

|C:‘I.Inst‘l.JME!WebSrvcert.bin ver |

Friendly name:

IJME Verifikator PostaCG-CA

K I Cancel
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Povezivanje protokola koji ¢e koristiti Server Certifikcate, i na¢ina komunikacije sa klijentom
=8| x|
@E’ Ie » IMBV1 » Sites b jmb.postacg-ca.me # ]ai - rl\ |®'

Eile Wew Help
@12 I8 e jmb.postacg-ca.me Home B o

§5 Start Page ) = Edit Permissions. ..
B3 MBY1 (MBY L\Acinistrator) | _FIEEr - Bfice - Ghshowal |Groupby: Area E-
i [5¥ Application Pools ASP.NET ERESSE
Sites Bindings...
Default Web Site = > L&) £ [ Basic et
i= A\ A - 152\ N = Basic Settings...
fip.postacg-ca.me % NF “ FL \/ L.? L ————
=6 ] a.me NET NET .NET Error NET NETProfle  .NETRoles  NETTrust  .NET Users View Applications
| App_Data Authorizati... Compilation Pages Globalization Levels View Virtual Directories
[ aspret_dient — . » R
-1 bin ;: jl | ;l? %?) & & Manage Web Site ()
= ab) K g = -
Application Connection  Machine Key  Pages and Providers  Session State  SMTP E-mail + Restol
Settings Strings Controls P Start
B Stop
os Browse Web Site
= o ) Fre Browse jmb.postacg-ca.me on
/ " =
d B 4 e & £ o)
Authentication CGI Compression Default Directory Error Pages Handler HTTP Advanced Settings...
Document Browsing Mappings Respa... Configure
=i =L fat Limits...
o= 4P o g e
a J ﬂ = ?; = Add FTP Publishing...
ISAPI Filters Loaging MIME Tvpes Modules Outout Reauest S5L Settinas _——
Site Bindings 7| x|
Man
~ | Type | HostName | Port | IP Address | Binding Add... |
http jmb.postacg-ca.me 80 =
Edit... |
Add Site Binding 2| x| Remove
W
Type: IP address: Port: Browse
Ihttps ~| |A1| Unassigned ~| |443
Host name:
| Close
551 certificate:
IJMB Verifikator PostaCG-CA vI View...
ok | cance |

Type | Host Name | Port | IP Address | Binding Add... |

http jmb.postacg-ca.me &0 =
https 443 = Edit...
Remove
Browse
a| i
Close
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" Internet Information Services (IIS) Manager _ =l x|
@6) [@ } IMBVL b Sites b jmb.postacgcame b | & < @ -

File View Help

Comections b postaca-came Home Adions
ST @ mbpostacg B e

ffﬂ Start Page § — Edit Permissions...

B3 v 1 (MBv Liadrministrator) | TIEEr: » Bfco - (show Al |Groupby: Area IR e
_;' Application Pools ASP.NET it Site

=& Sites Bindings. ..

% Default Web Site E% @/ 0 P ':\) 9 é‘:‘_‘ [E] Basic settings...

ftp.postacg-ca.me £ L=l
jmb.postacg-ca.me .NET .NET .NET Errar .NET NETProfle  .NETRoles ~ .NETTrust  .NET Users View Applications
- | App_Data Authorizati...  Compilation Pages Globalization Levels Vicw Virtusl Dr et

; %a.spnetfdlent — y = e b, @ Manage Web Site &)
5] bin = ab) , o

-

-
Restart
Application Connection  Machine Key  Pages and Providers ~ Session State  SMTP E-mail w Resart
Settings Strings Controls P Start
B stop
Browse Web Site

== Browse jmb.postacg-ca.me on
@]
80 (http)

L B 9 e & &

Authentication CGIL Compression Default Directory Error Pages Handler HTTP

Browse *:443 (https)

Document Browsing Mappings Respo... Advanced Settings...
E i r - ;0 o= Configure
J = &0 i‘ = = Lirits. ..
ISAPI Filters Logging MIME Types Modules Qutput Request SSL Settings i
Caching Filtering Add FTP Publishing...
@ rep
Management Online Help
Configuration
Editor

4 [» EFeathes View |- Content View

Ready Qﬂ

Restartovati Server izborom Restart u Actions Panelu na desnoj strani.

Preporucujemo da se testiranje funkcionalnosti obavi na taj nacin §to ¢e se pristupiti konkretnoj
web stranici koristeci https protokol.
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