POSTA CG - CA .
Slobode 1 - 81000 Podgorica Posta

Korisnicki servis: CG-CA
tel. 020-403922, 403981

email: info@postacg-ca.me

www.postacg-ca.me

Uputstvo za potpisivanje elektronskih pisama korisé¢enjem aplikacije Microsoft Outlook
Express sa kvalifikovanim digitalnim certifikatom na USB tokenu
na racunaru sa MS Windows

Da bi mogli vrsiti potpisivanje elektronskih pisama koris¢enjem aplikacije Microsoft Outlook
Express, potrebno je da bude:

- na ra¢unaru korisnika instaliran Microsoft Outlook Express, i da Microsoft Outlook Express
bude konfigurisan za slanje i primanje elektronskih pisama.

- Microsoft Outlook Express treba da bude konfigurisan za potpisivanje elektronskih pisama.
Adresa elektronske poSte sa koje se Salje potpisano elektronsko pismo mora da bude identi¢na
adresi elektronske poste koja je upisana u polju "Subject Alternative Name" certifikata tj na
onu e-mail adresu koja je stavljena u Zahtjevu za izdavanje digitalnog certifikata.

- primalac potpisanog elektronskog pisma treba da preuzme i instalira certifikat PostaCG CA
da bi mogao uspjesno da izvrSi verifikovanje potpisanog elektronskog pisma. Postupak preuzimanja
i instaliranja certifikata PostaCG CA objaSnjen je u dokumentu "Uputstvo za krajnjeg
korisnika" koji se nalazi na instalacionom CD-u koji dolazi uz svaki izdati digitalni certifikat za
napredni elektronski potpis ili se moze preuzeti (download) sa sajta: www.postacg-ca.me
(Certifikaciono tijelo = Preuzimanje certifikata PostaCG CA i softvera).

- na raCunaru korisnika mora da bude podesen taan datum, vrijeme i vremenska zona:
GMT+01:00 ili UTC+01:00 zavisno od operativnog sistema;

- posjedovati kvalifikovani digitalni certifikat;

Napomena:
Ovaj dokument je napisan za Microsoft Outlook Express 6 ali moZe da se koristi i za nize verzije
Microsoft Outlook Express.

1. Konfigurisanje Microsoft Outlook Express-a za potpisivanje e-mail
Da bi se elektronska pisma mogla potpisivati Microsoft Outlook Express mora biti konfigurisan

za slanje potpisanih elektronskih pisama. To se radi tako Sto se iz menija Tools izabere opcija
Accounts..., kao Sto je prikazano na slici:
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Zatim se pojavljuje forma Internet Accounts, gdje na kartici Mail treba izabrati Zeljeni
korisnicki E-mail nalog (onaj koji se nalazi na certifikatu) i kliknuti na Propertigse~&a0 Sto je
prikazano na slici:

2

All bdail | ws | Directory

—
Account /Type Connection
B rmail toamume (1) mail (default) Ay Avvailable

l Import... ]
| Expor. |
Close |

#= mail.t-com.me (1) Properties |i‘g|

Na formi Properties izabranog korisni¢kog
E-mail naloga treba izabrati karticu Security.
Da bi se dodao certifikat za potpisivanje, u
dijelu Signing certificate kliknite Select...

General |Servers Connectiof

ail Account

Type the name by which you would like to refer to these
servers. Faorexample: "Wark" or "Microsoft Mail Sepser”

¥ mail. t-com.me (1) Properties

General | Servers Connection| Security |Advanced

Sa forme Select Default Account Digita |
ID izaberite Zeljeni certifikat, kao Sto je
Selectthe signing certificate below. This will determine the digital 1D :l

Signing certificate

pl’ikazano na S||C| a.da. Ste Zavréili Sa usedwhen signing messages with this account.
izborom certifikataZa potpisivanje kliknite R Coae D

Encrypting preferences
4 Select Default Accour.t Digital ID el

Selectthe encryption cedificate and algorithm. These are included
with your digitally signed messages so others can send encrypted
mail to you with these settings

Select the certificate ghu want to use,

,I N o Certificate: | | Select
Issued to s5ued by Intenched...  Friendly ... = Expiratio..

&1 Steyan .. PostaCG CA  <All MNore 1/14/2014

Algorithm: |30ES |

e —
( o]’ ’ Cancel ” Wi Certificate ] 0K ]i Cancel
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Forma Properties se zatvarg. e vidjeti
izabrani (setovani) certifikat kao na slici i
ponovo kliknite na OK:

Posta
CG-CA

= mail. t-com.me (1) Properties

21X

General | Servers Connedi0n| Secutity |Advanced

Signing cerificate

Selectthe signing certificate below. This will determine the digital 1D
used when signing messages with this account.

LCertificate:
N /

Encrypting preferences

|Stevan Ljumowic | | Select..

Select the encryption certificate and algarithm. These are included
with wour digitally signed messages so others can send encrypted

mail to you with these settings.
| Select..

[3DES v|

Certificate: |

Algorithim:

Apply

Cancel | |

L_x D

Tada se pojavljuje se ponovo forma Internet Accounts. Klikom na Close ona se zatvara.

¢ Internet Accounts

All bdail |News Directory Service Add J ‘
Account Type Connection l Bemowve ]
B mail tcom.me (1) mail (default) Ay Available _ :

| Eroperties |

Setas Default

l Import... ]
l Export... ]
Set Order...

oD
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2. Dodatne funkcionalnosti za potpisivanje e-mail

Da bi se konfigurisale dodatne funkcionalnosti za potpisivanje e-mail, potrebno je u meniju
Tools izabrati opciju Options... kao na slici:

¥ outlook Express

@ end and Receive ’
. Create .. £ Synchronize Al
Synchronize Folder
S
Folders B
#3 Outlook Express Address Book... Cirl+Shift+B
=15 Local Folders I
& Inbox (2] Message Rules J
E Outhox
S Sent Trems Windows Messenger .
& Deleted 11 nrei
& Drafts .
o —..

Ukoliko Zelite potpisivanje SVIH elektronskih pisama koja se Salju, odabere se forma Security i
¢ekira se opcija Digitally sign all outgoing messages, kao Sto je prikazano na slici i potvrdi
klikom na OK:

General Re i Send Compose Signatures
Spellin Security Connection haintenance

Wirus Protegtion
Felect the Internet Explarer security zone to use:
@ (O Irternet zone (Less secure, but mare functional)
@Bestrided sites zone (Moare secure)
[¥] e me when other applications try to send mail as me.

|: ﬂDD not allow attachments to be saved or opened that could potentially be a
wirus.

Download nages
[¥]Block images and other external cortant in HTML e-mail.

Secure Mai
Migital IDs (also called cedificates) are special
% documents that allow you to prove yaour identity in
dlectranictransactions. Digital |IDs...
Mo digitally sign messages or receive encrypted
essages, you must have a digital ID. Get Digital ID...

E;|Encrypt contents and attachments for all outgoing messages

[V Digitally sign all outgoing messages:

Advanced..

P ——

C oK D cencel ||  appy |
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Za konfigurisanje dodatnih (naprednih) funkcionalnosti, kliknite na Advanced... kao na slici:

General Read Receipts Send Compose Signatures
Spelling Security Connection haintenance

Wirus Protection
Selectthe Internet Explorer security zone to use:
@ (O Intemet zone (Less secure, but mare functional)
(®) Restricted sites zone (More securs)
[V]'¥arn me when ather applications try to send mail as me.
Do not allow attachments to be sawved or opened that could potentially be a
wirlg.
Download Images
[V]Block images and ather external content in HTML e-mail.

Secure Mail

Digital IDs (also called cedificates) are special
% documents that allow you to prove yaour identity in

electronic transactions. Digital ID=...

To digitally sign messages or receive encrypted

messages, you must hawve a digital 1D. Get Digital 1D...

[]Encrypt contents and aftachments for all outgoing messages

[VIDigitally sign all outgoing messages:

‘ Advanced.. ’

[ Ok l l Cancel ] l Apply ]

Otvara se forma Advanced Security Settings i moguce je izvrSiti dodatna-napredna
podeSavanja. U odnosu na default-na podeSavanja, pozeljno je izvrSi sljede¢a podesavanja:

Encrypted messages
arn on encrypting messages with less than this strength: 40 bits (umjesto 168 bits).

Revotqtion Checking
for revoked Digital IDs: Only when online (umjesto Never).

d Advanced Security Settings
N\

Encrypted messages

Wvarn on en i than this strength:
40 hits v

[V] Alwarys encrypt to myself when sending encrypted mail

Digitally Signed messages
[W]Include rmy digital ID when sending signed messages
[JEncaode message before signing (opague signing)

l\ [V] Add senders' cerificates to my address book.

Fewvocation Checking

ked Digital [Ds:
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Forma Advanced Security Settings se zatvara klikom na OK i tada se pojavljuje forma Options
koja se, takode, zatvara klikom na OK.

General Fead Feceipts Send Compose Signatures
Spelling Security Cannection haintenance

Yirus Protection
@ Selectthe Internet Explorer security zone 1o use:

(O Irtermet zone (Less secure, but more functional)
@.' Bestricted sites zone (More secure)
[v] Warn me when other applications try to send mail as me.

Do not allow attachments to be seved or opened that could potentially be a
wvirus.

Download Images

[V¥] Block images and other external cortent in HTML e-mail.

Secure Mall

% Digital IDs (also called cerificates) are special M

documents that allow vou to prowve your identity in

electronic transactions. Digital |Ds
To digitally sign messages or receive encrypted

messages, you must have a digital ID. Get Digital ID
[]Encrypt contents and attachments for all outgoing messages

[V] Digitally sign all outgoing messages

Advanced...
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3. Slanje potpisanih elektronskih pisama

Da bi se neko elektronsko pismo (e-mail) elektronski potpisalo pomocu digitalnog certifikata
potrebno je prije slanja, na toolbar-u kliknuti na ikonicu za potpisivanje - Sign, a potom da bi ste
tako potpisan e-mail poslali potrebno je kliknuti na ikonicu Send kao na slici:

[T Potpisano elektronsko pismo

dit  Wiew Insert Format Tools Message Hep

b = 17 AB
¢ B W & N 4
Paste Check  Speling — Aftach  Priority
From: |stevan|j@t—com.me {mail.t-com.me {13)
B To: ||
Ece: |

Subject: |Potpisano glektronsko pismo

Zatim je potrebno unijeti password USB tokena (na slici) i pismo ¢e biti poslato.

@ Log on: Stevan Ljumovic

Log on to eToken ETOT(E n

Enter eToken passwiard

gToken Mame: |5teuar'| Ljurnowvic |

Password: | |

Current Language: EMN

Ok | Cancel

Slika 12. Poslato potpisano elektronsko pismo
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4. Prepoznavanje potpisanih i Sifrovanih elektronskih pisama

Poslata potpisana elektronska pisma imaju ikonicu crvenog pecata, kao Sto je prikazano na slici:

& Inbox - Outlook Express

: Fle Edit View Tools Message Help ;'r
T E . & & 9w L X | = | w &,
: Create ... Print Deleta Send/R... Addresses Find
=]
Folders X[l 4o Subject Received
31 Outiook Express e-mail sa elektronskim potpisom
= Local Folders
& Inbox (1)
& outbox
& Sent Items
(3 Deleted Items From: stevarlj To: stevanii@t-com.me
& Drafts Subject: e-maill sa elekronskim potpisom
Security Help
Digitally Signed Message
Q This message has been digitally signed by the sender.
Signed e-mail from others allows you to verify the authenticity of a message -- that the message is from the
supposed sender and that it has not been tampered with during transit. Signed mail messages are designated
with the signed mail icon.
Contacts ~ x
R . Any problems with a signed message will be described in a Security Warning which may follow this one. If there
display. Clck on Cortacts to are problems, you should consider that the message was tampered with or was not from the supposed sender.
create a new contact. I~ Don't show me this Help screen again
Continue

1 message(s), 1 unread B warking Online

¥ Inbox - Outlook Express

i Fle Edt View Tooks Message Help r
q ! - . .

P . & & v | & X = . W B o
¢ Create ... Reply Reply Al Forward Print Delete Send/R... Addresses Find
&
Folders x| ¢ 8/ ¥ From Subject Received
15 Outlook Express &3 stevanlj e-mall sa elektronskim potpisom 3/4/2011 7:3..,
= @ Local Folders

Ba Inbox

€F Outhox

& Sent Items

(@ Deleted Items

B Drafts

E-mail elektronski potpisan sa digitalnim certifikatom

Contacts = x

There are no contacts to
display, Click on Contacts to
create a new contact.

1 messagels), O unread = working Cnline
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4. Razlozi zbog koji elektronski potpis elektronskog pisma nije ispravan

Ukoliko elektronski potpis elektronskog pisma nije ispravan, Microsoft Outlook Express ¢e
prilikom pregleda takvog elektronskog pisma prikazati korisniku poruku da postoji problem
(There are security problems with this message) i razlog problema.

Napomena: Prikazana poruka Security Warning ne ukazuje da elektronsko pismo sadrzi virus.

Razlozi zbog kojih elektronski potpis nije ispravan mogu biti:

- nije instaliran certifikat POSTACG-CA,

- sadrzaj e-mail-a je izmijenjen,

- certifikat kojim je izvrSeno elektronsko potpisivanje je opozvan i nalazi se u registru
opozvanih certifikata (Certificate Revocation List - CRL),

- Outlook Express tokom provjere ispravnosti certifikata ne moze da pristupi ili da
preuzme registar opozvanih sertifikata (Certificate Revocation List - CRL),

- certifikatu kojim je izvrSeno elektronsko potpisivanje je istekao rok vaznosti ili joS nije
pocela njegova vaznost.
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