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Potpisivanje e-mail-a korisé¢enjem aplikacije Microsoft Outlook

Da bi se moglo vrsiti potpisivanje elektronskih pisama (e-mail) koris¢enjem aplikacije Microsoft
Outlook, potrebno je da bude:

- na raunaru treba biti instaliran Microsoft Outlook 2000 sa SP3, 2002 (XP), 2003 ili 2007;

- posjedovati kvalifikovani digitalni certifikat;

- Microsoft Outlook treba da bude konfigurisan za potpisivanje elektronskih pisama. Adresa
elektronske poste sa koje se Salje potpisano elektronsko pismo mora da bude identi¢na adresi
elektronske poste koja je upisana u polju "Subject Alternative Name™ certifikata.

- primalac potpisanog elektronskog pisma treba da preuzme i instalira certifikat PostaCG CA
da bi mogao uspjesno da izvrsi verifikovanje potpisanog elektronskog pisma. Postupak preuzimanja
i instaliranja certifikata PostaCG CA objaSnjen je u dokumentu "Uputstvo za Kkrajnjeg
korisnika" koji se nalazi na instalacionom CD-u koji dolazi uz svaki izdati digitalni certifikat za
napredni elektronski potpis ili se moze preuzeti (download) sa sajta: www.postacg-ca.me
(Certifikaciono tijelo = Preuzimanje certifikata PostaCG CA i softvera).

Napomena:
Ovaj dokument je napisan za Microsoft Outlook 2003 ali se moze koristiti i za ostale verzije
Microsoft Outlook-a

1. Konfigurisanje Microsoft Outlook-a za potpisivanje e-mail

Da bi se elektronska pisma mogla potpisivati Microsoft Outlook mora biti konfigurisan za slanje
potpisanih elektronskih pisama. To se u Microsoft Outlook-u 2000, 2002 i 2003 radi tako Sto se
iz menija Tools izabere opcija Options... U Microsoft Outlook-u 2007 se radi tako Sto se iz
menija Tools izabere opcija Trust Center... i izabere sekcija E-mail Security.

|2 Inbox - Microsoft Outl
EEiIe Edit View G Tools [JActions  Help

P adNew ~ | S 2 e Send/Receive P cends
Wail a |
Favaorite Folders il Address Book..  Ctrl+Shift+B [ jpiect

[ Inbox Li} Rules and Alerts...
| Unread Mai 5] Empty "Del "
. \ pty "Deleted ltems" Folder
[ For Follow Up ax Notifid
=3 sent Ttemns E-mail Accounts...
All Mail Folders Customize...
= E6F Maibox - Stevan Lju ( gptign5,,). i
3 AVG Virus Vauk 2 iskalni pri
fa) Deleted Items —
L7 Drafts =] Date: Last Week
L_-:] Inbox (=3 Jelena... RE: za Poi
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Zatim se na formi Options izabere kartica Security i u dijelu Encrypted e-mail klikne Settings...

=
Preferences | Mail Setup | Mail Format | Spelifa | security [Yother | Delegates|
S —

E-mail

=

Change the appearance of messages and the way they are handlg

[ Junk E-mail. .. ][E—maiIOptions.

Calendar

Customize the appearance of the Calendar.

.':_tiz
[¥] Default reminder:

15 minutes

IZI Calendar Option|

Tasks

Contacts

Change the appearance of tasks.

Reminder time: 3:00 IZI Task Options,

Change default settings for contact and journal.

Contact Options... ] [ Journal Options

Change the appearance of notes.

Mote Options.

| Preferences Vail Setup I Mail Format | speling || Security }| ther | Delegates

Encrypted e-mail

Security Zones

9

Download Pictures

Digital IDs {Certificates)

=

[T Encrypt contents and attachments for outgoing messages
[ Add digital signature to outgoing messages
[ send dear text signed message when sending signed messages

[ Request 5/MIME receipt for all 5/MIME signed messages/\

i Qﬁetﬁngs... y

Security zones allow you to customize whether scripts and active
content can be run in HTML messages.

Default Setting: ’Stevan

Zone:

’® Restricted sites v] ’ Zonge Settings...

’ Change Automatic Download Settings... ]

Digital IDs or Certificates are documents that allow you to prove your
identity in electronic transactions.

| publsh toGAL... | [ Import/Export... | [ Geta Digital ...

Security Setting Preferences
Security Settings Mame:
Stevan

Cryptography Format: [S,’N‘IIME

Default Security Setting for this cryptographic message format
Default Security Setting for all cryptographic messages

[SecgrityI Labels. .. ] [

Certificates and Algorithms

Signing Certificate: Stevan Ljumovic

ET

Hash Algarithim:

Encryption Certificate:

Encryption Algorithm:

["]5end these certificates with signed messages

[ o H Cancel ] Apply

Otvara se forma Change Security Settings.
Microsoft Outlook “pretrazuje” certifikate
na raCunaru korisnika, "odlucuje" koji
certifikati su ispravni za potpisivanje i
stavlja ih u polje Signing Certificate:
(certifikat za—petpisivanje) na formi sa
slike

Ukoliko certifikat za potpisivanje koji je
Microsoft Outlook "samostalno izabrao™
nije Zeljeni certifikat, moguce ga je
zamijeniti drugim certifikatom, klikom na
Choose... i izborom Zeljenog certifikata.

Kada se zavrSi sa izborom certifikata za
potpisivanje potrebno je kliknuti OK da bi
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se zatvorila forma Change Security Settings sa slike.

Tada se ponovo pojavljuje forma Options (kartica Security) na kojoj postoje opcije za
potpisivanje svih elektronskih pisama koja se posalju (u dijelu u dijelu Encrypted e-mail).
Ukoliko se Zeli potpisivanje svih elektronskih pisama koja se $alju, potrebno je ¢ekirati opciju
Add digital signature to outgoing messages kao $to je ¢ekirano na slici:

p—
| Preferences IMaiI Setup | Mail Format | Spellin(| SemfitY)]mer | Delegahesl
T

Encrypted ail
95 Encrypt contents and attachments for outgoing messages
t

[[send dear text signed message when sending signed messages
[ request 5/MIME receipt for all 5/MIME signed messages

Default Setting: [Stevan '] [§eth'ngs...

Security Zones

'- Security zones allow you to customize whether scripts and active
content can be run in HTML messages.

Zone: [@- Restricted sites v] [ zonesettngs.. |

Download Pictures

Kada se zavrsi sa konfigurisanjem treba
kliknuti OK.

[ Change Automatic Download Settings. .. ]

Digital IDs (Certificates)

e Digital IDs or Certificates are documents that allow you to prove your
identity in electronic transactions.
o

| Publsh to GAL... | [ Import/Export... | [ Geta Digitgli#?™”

o) Comat ) o)

2. Slanje potpisanih elektronskih pisama

Slanje potpisanog elektronskog pisma se radi tako Sto se poslije kreiranja elektronskog pisma, a
prije slanja, klikne na ikonicu za potpisivanje na toolbar-u, kao sto je prikazano na slici:

! File Edit View Inset Format JTools Table Window Help

HEN =R BRI P NN 2 N A AN N e =M=

4_4 Mormal + Arial, 1 - Arial .10 «|B I U |§ - z}f\-ﬁz =
fi3Send | [ - | W8 |4 ! & | ¥ (5] ¢ Options.. - | HTML (=¥

[ To... |info ostaco-ca.me -

Wee.. |

Subject:

Potpisani e-mail
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Zatim kliknite na Send, pojavit ¢e se forma za unos password-a za kriptografski token ¢ijim
ispunjavanjem ¢e pismo biti potpisano i poslato.

:EIE Edit View [Insert Format Tools Table Window Help

al + Arial, 1 ~ Arial

-0 .| B Z UE]=

{=send| )0 - (w8 (4 1 8| ¥ |5 2 Options. - | HTML

'MW_\‘O@ME

Ghee.. |

1m|

Potpisani e-mail

= Log on: Stevan Ljumovié
Log on to eToken ETOie n

Enter eToken password

€Token Name: |Stevan Ljumowic

Password: | sssssssa

Current Language: EN

Potpisani e-mail:

i File Edit View Go Tools Actions Help

Sent ltems

: aiNew - |k 3 X | - Reply (< Replyto All =3 Forward | L= Send/Regeive = | 20 Find [ | 4 Type = contact to find

{& Posta CG prednjs 2 uto 25.1.20... 8KB

Type  question for help -

1@

COETT—

Fw:
Stevan Ljumovic

To: Stevan Liumovic
Signed By:  stevanlj@t-com.me

From: Stevan Ljumovic
Sent: 25. januar 2011 13:44
To: Stevan Ljumovic

[ Posao 2009
3 posao 2010

i

(3 pate: Last week

Favorite Folders 8,1/ y/g|To | Subject
[ box (2)
3 tinread Mai ) Date: Today
(23 For Follow Up
[ sent Items
All Mail Folders
2 25 Maibox - Stevan Ljumovic i
L3 AVG Virus Vault £ W Tatiana ... FW:zaP
@ Deleted Items 83 Mian Ma... RE: Emailing: koW
Drafts
[3 Inbox (2) (3 Date: Yesterday
L Junk E-mai §3  Viadan... FW; Fiskaini printer TREMOL
Outbox

pon 24.1.20... 23KB = Subject: Fu/:

<

[ posa02011

$3  Andreja ... FW: posta 81116

3 cr011 (G From: Stevan Ljumovic
= £ drugi sekton 2011 (3 'Sandra ... FW: Zahtiev za dostavlianje Zapisrika Sent: 25, januar 2011 13:40
(3 drektor2011 (23 @ 'Fiimono... FW: Fax Notification Mirosoft Word - 06762, To: Stevan Ljumovic
(3 ekploatacia/2011 £ Fiimono... FW: 067623454 Subject:
g Zr:/ann: ngbla[l}kle 12011 (2 ‘Filmono... FW: UKLIUCENIE BROJA - 623454
& ]kva\rtet—nz\geimyznn ) MievaE... FW:Poits 16 -Maxi isani e-mail
(3 Obracun i zvjestavanje-2C (2 O Mian Ma... Koverta
3 pLC/2011 3 1 Misko R... FW: za Podtu CG

Dakle, poslata potpisana elektronska pisma imaju ikonicu crvenog pecata kao na gornjoj slici

40d9



POSTA CG -CA v
Slobode 1 - 81000 Podgorica Posta
Korisnicki servis: CG-CA
tel. 020-403922, 403981

email: info@postacg-ca.me

WWW.postacg-ca.me

3. Neispravan elektronski potpis

Ukoliko elektronski potpis na primljenom e-mail-u nije ispravan umjesto sadrzaja e-mail-a
pojavit ¢e se slede¢a poruka - This message has an invalid Digital Signature).

3] Inbox - Microseft Outige . . ] [ peeevre
i File Edit View Go Tools Actions Help Type a question for help

{3iNew - | (*3 X | - Reply (3 Reply to All (3 Forward | 17 Send/Receive - | 2pFind [ | (& Type = contact to find - @ 8

This message has an invalid Digital Signature, Open the message for more information.

Favorite Folders B,8/[|g[From |Subject |Received  |Size [§7 | ~
3 Inbox
53 Unread Mab (= Date: Last Month
[ For Follow Up (= Inform... YUINFO 2011 - prijava radova i kompanijskog ucesca pon 27.12... 37K8
(=) sent Items (51 @ Vagar ... Izviedtsj o ovieravanju (figosaniu) vaga pet24.12... 4BKE
All Mail Folders (3 info@e... Dodela testova fet23.12.. 5K ¥
=3 €5 Maibox - Stevan Ljumovic o 0 Andre]... FW: siusaiice e = i
£3 AVG Virus Vauk 3 IvanBr... Mipnet, Posta 8 uto 21.12.... 10KB ¥
& Deleted Items (&3 Inform... XVIIT'11-prvi poziv pon 20.12... 13KB %
Drafts (0 Milan M... F: Prediog aneksa ugovora izmediu CT 1 Poste -in... pon 20.12... 172... &
L5 Inbox =4 ( Fiona F... 45{10) CEPIS Coundl - Minutes pet17.12.... 114... ¥
% Jc;‘luntiim‘ 21 lvanEr.. Posta 2 pet17.12... 8K
3 Posao 2009 3 (S Andrej.. RE:Pitanje??72277 Zet16.12.... 10KB T
[ posao 2010 (= Stevan... RE:Uputstvo za korisnike et 16.12.... 24KB ¥
= [ posao2011 Milan M... RE: Predlog fet 16.12.... 11KB %
3 crmo11 a0 Andrej... FW: dojava temperature i napajanja sre 15.12.... 38L.. ¥
= (3 drugi sektori 2011 f  Drago... Digitaho potpisan e-mail pet 10.12.... 32KB [l
(3 direktor2011 — e P ——

Dvostrukim klikom na primljeni e-mail otvara se forma Digital Signature: Invalid koja vas
upozorava da digitalni potpis nije validan ili mu se "ne vjeruje™:

Digital Signature: Invalid l ..

v PO pisan e-mail
From:  Dragomir Stevanovic

Q The digital signature on this message is Invalid or Mot Trusted.

For more information about the certificate used to digitally sign

the message, dick Details.

Warn me about errors in digitally signed e-mail before message opens.

[ View Message ] I Close I

Klikom na View Message Microsoft Outlook ¢e otvoriti e-mail ali i obiljeziti takav e-mail
horizontalnom crvenom linijom i ikonicom sa crvenim znakom uzvika (!), kao sto je prikazano
na donjoj slici:

ED I e

e |

From:  Dragomir Stevanovic [dragomir @t-com.me] Sent: pet 10.12.2010 8:01

To: Stevan Liumovic; Andreja Vujacic
n

subject: ~ Digitalno potpisan e-mail

c: Markovic Miar
SignedBy:  There are problems with the signature. Click the signature button for details. @
| Pozdrav.

Razlozi zbog kojih elektronski potpis nije ispravan mogu biti:

- nije instaliran certifikat POSTACG-CA,

- sadrzaj e-mail-a je izmijenjen,

- certifikat kojim je izvrSeno elektronsko potpisivanje je opozvan i nalazi se u registru
opozvanih certifikata (Certificate Revocation List - CRL),

- Microsoft Outlook je tokom provjere ispravnosti certifikata ne moze da pristupi ili da
preuzme registar opozvanih sertifikata (Certificate Revocation List - CRL),

- certifikatu kojim je izvrSeno elektronsko potpisivanje je istekao rok vaznosti ili joS nije
pocela njegova vaznost.
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3. Slanje elektronski potpisanog e-mail-a sa ra¢unara na kome
definisana e-mail adresa nije default-na

Kada Saljete elektronski potpisan e-mail sa ra¢unara na kome definisana (default) e-mail adresa
nije identi¢na adresi na digitalnom certifikatu potrebno je tu e-mail adresu (account) dodati na taj
racunar.
Kliknite na Tools pa zatim na E-mail Accounts...
] nbor - Microort Gutooc I
: File Edit View Go({ Tools |)Actions Help

: Silew - | g 23 X [ find

F H Sen
i} Address Book... Ctrl+Shift+B -
lﬁ Rules and Alerts...

Favorite Folders
[ Inbox (1) fa]  Empty "Deleted Items" Folder
E—% Linread Mai E-mail Accounts... —
For Follow Up —~————— ,
=] sent Items DOptions... 833537

potom vam se otvara sledeci ekran na kome ¢e te odabrati - Add a new e-mail sccount a zatim
kliknite na Next >

E-mail Accounts

This wizard will allo ou to change the e-mail
accounts and diregfories that Outlook uses.

() Add a new directory or address book
() View ar change existing directories or address books

i Mext = I sglose
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dobit ¢e te ekran na kome odaberite Zeljenu opciju (npr. ukoliko nemate sopstveni mail-server
vec¢ koristite TCom-ov odaberite kao na slici POP3) a zatim kliknite na Next >

E-mail Accounts

Server Type
‘fou can choose the type of gffver your new e-mail acount will work with.

ments.
oMporz
Connect to a POP3 e-mail server to download your e-mail.
) IMAP
Connect to an IMAP e-mail server to download e-mail and synchronize mailbox
folders.
) HTTP
Connect to an HTTP e-mail server such as Hotmail to download e-mail and
synchronize mailbox folders.
() Additional Server Types
Connect to another workgroup or 3rd-party mail server,

—

~
[ <B_ackQL MNext = J) Cancel

dobit ¢e te ekran na kome je potrebno ispuniti podatke a zatim kliknite na Next >

E-mail Accounts
Internet E-mail S5ettings (POP3)
Each of these settings are required to get your e-mail account working,

User Information Server Information

Your Mame: stevanli Incoming mail server (POP3)2” | mail. t-com. me

E-mail Addres\_ stevarli@t-com.me DOutgeing mail server (SMTPIN_ | mail. t-com. me

Logon Information Test Settings

Lser Mame: After filling out the information on this screen, we
recommend you test your account by dicking the
Password: button below. (Requires netwark connection)

¥ Remember password

Test Account Settings ... ]

|:| Log on using Secure Password

Authentication (SPA) More Settings

7~
Mext = [ Cancel

D
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Klikom na Finish zavrSavate dodavanje account-a

[ E-mail Accounts L

Congratulations!

‘You have successfully entered all the information required to
setup your account.

To dose the wizard, dick Finish,

Kada ste dodali account (novu e-mail adresu) na tom ra¢unaru mozete sada prilikom slanja da
birate sa kog account-a (5to je vezano i za certifikat) Saljete e-mail.

Kiommanew  [CIRE MO

i File Edit View Go Tools Actions Help

(j 2 X | i Reply (=4 Reply to All i3 Fory

Favorite Folders

‘ 3 Inbox (1)

Arranged By: [

= Today

o N

| Urnread Mai
A rar Fallaaee 1He

otvara se novi ekran gdje Ce te upisati e-mail adresu na koju Saljete (To) i ostale djelove e-mail-a:

= T Digitaini cerhkat SRR

EI_'_IIE Edit View Insert Format Tools TablgWindow Help
=R PR | TN AV = N A RN -@.::@zz.m’i q 100%

: A4 Normal + Avial 1 v Arigl—" -0 - B I oUEE= .| 4= 1= 4=
{3 Send | Accousee® | ) - 8|4 ! B | ¥ |5 ) Options.. « | HTML

MT{].../
iee.. |
Subject: Digitalni certifikat

*_

Stevan Ljumavic;

Slanje e-mail poruke koristedi drugi certifikat
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Ukoliko na vasem racunaru e-mail account koji se nalazi na digitalnom certifikatu nije default-ni
tj. nije definisan kao osnovni i ukoliko ste izvrSili prethodno dodavanje te e-mail adrese (koja
nije default-na) da bi ste poslali e-mail potpisan morate kliknuti na Accounts i izabrati

odgovarajuci (dodati) account (u ovom primjeru pop3):

| | Digitalni certifikat -

EI_'_I|'E Edit  View Insert Format Tools Table Wipde®™ Help

TR PR FE RN A A g O A R K- N ) =M= ) RS I MRS

i A4 Mormal + Arial, 1 v Arial -0 -|B I U|E|lE===l=-i=izEEQ
{ +=35end [[Accounts~ | T - |13 8, -4 ¢ 8 | ¥ | (S| [ Options.. ~| HTML - |8y

- ‘ 1 Microsoft Exchange Server

[LiH Ta... | @m@ i

(L8 cc. ‘ 3 mail.t-com.me

Subject: | Digitalni certifikat

Slanje e-mail poruke kornsteci drugi certifikat

Primjetice te da se desila jedna promjena tj. dodata je jedna siva linija na kojoj vam daje objasnjenje
da ¢e ova poruka biti poslata sa drugog account - This message will bg sent via pop3 (u ovom
slucaju pop3)

| 31 Digitalni certifikat - Messag

! File Edit View Inset Format Tools Table Wing Help
=R DRV RE PN A s W A RN IR 1 === ) o= R MRS
i A4 Normal + Arial, 1 v Arial 0 .| B 7 U|E]===1=-|i=ic &2
4 ¥ B | v || [ Options.. | HTML

i =i Send | Accounts~ | (] - | @ &

This message will be sent via pop3.

i To... | Stevan Ljumaovic;

Wee..
Subject: Digitalni certifikat

Slanje e-mail poruke konsteci drugi c:ertifikat|

Dalje je normalna procedura koja je opisana za slanje i potpisivanje e-mail-a sa digitalnim
certifikatom.
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